Policy 2205: Unlawful Internet Gambling 

Model Policy Revised Date: 4/13/20234/30/2025
General Policy Statement:
The Department of the Treasury and the Federal Reserve Board issued Regulation GG to implement the Unlawful Internet Gambling Enforcement Act (UIGEA). UIGEA "prohibits any person engaged in the business of betting or wagering (as defined in UIGEA) from knowingly accepting payments in connection with the participation of another person in unlawful Internet gambling."
The purpose of this policy is to outline [[CUname]]'s (Credit Union) approach to preventing unlawful Internet gambling businesses from utilizing Credit Union products and services, such as checking accounts, credit or debit cards, wires, and ACH payments.
Guidelines:
1. DEFINITIONS. The following definitions are applicable with this policy.
  
A. Business Account/Member. The coverage of UIGEA applies to “commercial/business customer” relationships. This is defined as “a person that is not a consumer, and that contracts with the Credit Union in a designated payment system to receive, or otherwise access a payment transaction service. Consumer means a “natural person.”
 
B. Designated Payment System. This includes, as applicable to the Credit Union, transactions through Automated Clearing House (ACH) systems, card systems, check collection systems and wire transfer systems.
 
C. Internet Gambling Business. The business of placing, receiving or otherwise knowingly transmitting a bet or wager by any means which involves the use, at least in part, of the Internet, but does not include the performance of customary activities of a financial transaction provider, or any interactive computer service or telecommunications service.
 
D. Unlawful Internet Gambling. To place, receive, or otherwise knowingly transmit a bet or wager by any means which involves the use, at least in part, of the Internet where such bet or wager is unlawful under any applicable Federal or State law in the State or Tribal lands in which the bet or wager is initiated, received, or otherwise made. The term does not include placing, receiving, or otherwise transmitting a bet or wager that is excluded from the definition of this term by the Act as an intrastate transaction or an intra-tribal transaction, and does not include any activity that is allowable under the Interstate Horseracing Act of 1978/ The intermediate routing of electronic data shall not determine the location or locations in which a bet or wager is initiated, received, or otherwise made.
 
2. ACCOUNT OPENING DUE DILIGENCE. At the establishment of the account relationship with a business member and in line with existing policies and procedures, the Credit Union will determine whether the business member engages in unlawful Internet gambling. All business account agreements will contain a provision that restricted transactions (i.e., unlawful Internet transactions) are prohibited from being processed through the account or the member relationship. At the establishment of the account relationship with a business member, the Credit Union will determine whether the business member engages in unlawful Internet gambling.
 
3. ONGOING DUE DILIGENCE. If the business member wants to engage in additional products or services involving different designated payment systems, the Credit Union will review the application and/or conduct appropriate due diligence to determine if there is an associated risk for unlawful Internet gambling. The Credit Union may choose not to permit a product or service.
 
4. RISK ASSESSMENT.
  
4. Minimal Risk. For business members for whom the Credit Union determines there is a “minimal risk” of involvement in unlawful Internet gambling, no further steps are required. The Credit Union may deem that the following business members present a minimal risk of engaging in an Internet gambling business: 
1. An entity directly supervised by a Federal functional regulator; or
1. An agency, department or division of the Federal government or State government.
 
4. Medium Risk. In the event that the Credit Union cannot determine the risk, it may obtain certification from the business member that it does not engage in an Internet gambling business;
 
4. High Risk. Evidence of legal authority to engage in the Internet gambling business, if the business member does engage in an Internet gambling business, such as: 
3. A copy of the business member’s license that expressly authorizes the business member to engage in the Internet gambling business issued by the appropriate State or Tribal authority or, if the business member does not have such a license, a “reasoned legal opinion”, as defined within the UIGEA, that demonstrates that the business member’s Internet gambling business does not involve restricted transactions; and
3. A written commitment by the business member to notify the participant of any changes in its legal authority to engage in its Internet gambling business; or
3. A third-party certification that the business member’s systems for engaging in the Internet gambling business are reasonably designed to ensure that the business member’s Internet gambling business will remain with the licensed or otherwise lawful limits, including with respect to age and location verification.
 
5. “ACTUAL KNOWLEDGE.” When the Credit Union has "actual knowledge" that one of its business members is participating in restricted transactions, the Credit Union will use its judgment as to whether it should deny a member’s access to a payment system or close the account and will follow their responsibilities outlined within the policy. The "actual knowledge" standard is met when a particular fact with regard to a business member or transaction, is known by or brought to the attention of management or individual responsible for compliance. Discovery of restricted and unlawful gambling will initiate a Suspicious Activity Report (SAR) filing with the Bank Secrecy Act (BSA) Officer.
  
5. If the credit union obtains actual knowledge that a foreign sender has sent instructions for restricted transactions, it will provide the associated notification form to the foreign sender (included in Appendix A of Regulation GG).
 
6. CREDIT UNION RESPONBILITIES
  
6. The Credit Union will make every attempt to: 
1. Identify and block restricted transactions; or
1. Otherwise prevent or prohibit the acceptance of the products or services of the designated payment system or participant in connection with restricted transactions.
 
6. The Credit Union will obtain a written statement from its designated payment system providers that such policies and procedures exist on their end as operators. The Credit Union may rely on this written statement, unless otherwise notified by its regulator.
 
7. DESIGNATED PAYMENT SYSTEMS. 
  
8. DESIGNATED PAYMENT SYSTEMS. For all transactions processed through the Credit Union’s designated payments systems, including ACH, credit card, check collection and wire transfer systems, appropriate due diligence as outlined within this policy will be conducted. The Credit Union will also follow applicable policies and procedures when there is actual knowledge of a restricted transactions, including circumstances where the service is denied, and account is closed. The Credit Union will make every attempt to: 
1) Identify and block restricted transactions; or 2) Otherwise prevent or prohibit the acceptance of the products or services of the designated payment system or participant in connection with restricted transactions.
 
In addition, the Credit Union will obtain a written statement from its designated payment system providers that such policies and procedures exist on their end as operators. The Credit Union may rely on this written statement, unless otherwise notified by its regulator.
A. ACH Consideration.  To ensure compliance with applicable laws, rules, and regulatory guidance and to mitigate risk associated with the use of ACH as a payment channel, the Credit Union will implement the following due diligence measures for members utilizing ACH origination and/or receipt:
i. Member Identification and Verification. The Credit Union shall conduct full Customer Identification Program (CIP) procedures including verification of legal entity formation, beneficial ownership, and authorization to transact. Requirements shall be consistent with federal regulatory expectations, as well as any other applicable laws, rules, or regulations. 

ii. Business Purpose and Activity Confirmation. The Credit Union will document the stated purpose for ACH activity and assess the member’s operational framework to determine consistency with anticipated operational behavior. Emphasis will be placed on identifying and activities prohibited under Federal Law, including unauthorized third-party payment processing or unlawful internet gambling. 

iii. Transaction Profile Development.  A baseline ACH transaction profile shall be established, for each business outlining anticipated ACH volumes, transaction frequency, transaction types (credits/debits) origination/receipt directionality, and counterparties. This profile will guide ongoing transaction monitoring and reporting. 

iv. Regulatory Compliance Acknowledgment.  Members authorized to originate ACH entries must sign an acknowledgement attesting to their understanding of, and agreement to comply with, NACHA Operating Rules. Documentation of this acknowledgement shall be retained in accordance with all applicable laws, rules, and regulations as they pertain to record-keeping requirements. 

v. Ongoing Oversight and Review.  ACH activity will be monitored for alignment with the established transaction profile. Irregularities, excessive return rates, or indicators of elevated risk will be escalated to the BSA Compliance Officer(s) in accordance with all internal procedures and all applicable laws, rules, and regulations.  


 
B. Check Collection Consideration. When the Credit Union has actual knowledge that a business member hadhas deposited checks that are restricted transactions, such as when it is notified by a government entity (such as law enforcement or a regulatory agency), or that a foreign banking office has sent checks to the Credit Union that are restricted transactions, the Credit Union will do the following: 
1. Notify its regulator; and
1. Send a letter to the foreign banking office, notifying the foreign banking office that a restricted transaction was processed.
 
C. Credit Card Consideration. The Credit Union will rely on the card system operator’s policies, procedures, and system for identifying and blocking or otherwise preventing or prohibiting restricted card transactions, unless it has been notified otherwise by the NCUA or the Federal Trade Commission. The Credit Union will ensure the following: 
1. All credit card account agreements will contain a provision that restricted transactions (i.e., unlawful Internet transactions) are prohibited from being processed through the credit card account.
 
1. The Credit Union’s third-party processor has policies and procedures in place that are reasonably designed to identify and block or otherwise prevent or prohibit restricted transactions.
 
1. A code system will be implemented, such as transaction codes and merchant/business category codes that are required to accompany the authorization request for a transaction, including:
  
6. The operational functionality to enable the processor to reasonably identify and deny authorization for a transaction that the coding procedure indicates may be a restricted transaction; and
 
6. Procedures for ongoing monitoring or testing by the processor to detect potentially restricted transactions, including: 
2. Conducting testing to ascertain whether transaction authorization requests are coded correctly; and
2. Monitoring and analyzing payment patterns to detect suspicious payment volumes from a merchant customer; and 
 
1. Procedures will be followed when the processor has actual knowledge that a merchant has received restricted transactions through the card system, such as:
  
7. The circumstances under which the access to the card system for the processor should be denied; and
 
7. The circumstances under which the merchant account should be closed. 
D. Wire Transfer Consideration. Given the elevated risks associated with wire transfers, including exposure to fraud, money laundering, and sanctions violations, the Credit Union shall follow a risk-based due diligence framework consistent with all applicable laws, rules, and regulations. 
i. Enhanced Member Due Diligence. Prior to granting access to wire capabilities, the Credit Union shall conduct a thorough verification of the member’s legal structure, authority to transact, and ownership/control information. Due Diligence will include review of entity documents and relevant state registration materials in alignment with CIP and all other applicable laws, rules, and regulations. 

ii. Purpose and Pattern Analysis. The Credit Union will assess the stated business purpose for wire activity and develop a transaction profile that includes anticipated frequency, volume, and geographic reach. Special scrutiny will be applied to any cross-border transfers, high-risk industries, or jurisdictions subject to heightened regulatory concern. 

iii. Sanctions and Watchlist Screening. All wire transfers will be subject to OFAC screening prior to processing. All wire participants (originators and beneficiaries) will be screened against OFAC and other relevant watchlists in accordance with the Credit Union’s sanctions compliance program prior to the release of funds. The Credit Union will adhere to any additional and applicable laws, rules or regulations related to transaction monitoring or counterparty risk. 

iv. Transaction Monitoring and Escalation.
1. The Credit Union will implement transaction-level monitoring for the identification of red flags, including but not limited to:
a. Repetitive transfers inconsistent with stated business purpose
b. Patterns consistent with structuring of amounts to evade reporting thresholds
c. Transfers involving sanctioned entities or jurisdictions
d. Repeated transfers to high-risk or non-transparent jurisdictions
e. Sudden increases in frequency or volume

v. Suspicious Activity. Any suspicious activity identified shall be escalated to the BSA Compliance Officer(s) for investigation and review and, where applicable, reported under the Credit Union’s SAR filing procedures. 

vi. Documentation and Retention. The Credit Union will retain documentation of all wire-related due diligence, approvals, and transaction records in compliance with the Credit Union’s internal Record Retention policy and procedures, as well as all applicable laws, rules, and regulations as they pertain to record preservation programs. 

 
9. NOTIFICATION TO EXISTING & NEW BUSINESS MEMBERS. The Credit Union will notify all of its existing business members, through provisions in an amended account or member business relationship agreement, or otherwise, that restricted transactions are prohibited from being processed through the account or relationship.
 
10. TRANSACTIONS RELATED TO UNLAWFUL INTERNET GAMBLING. Pursuant to the U.S. Treasury and the Federal Reserve Board Unlawful Internet Gambling rule, the Credit Union will not be liable to any party when blocking, rejecting or refusing to honor a transaction if:
  
10. The transaction is a restricted transaction (i.e., associated with unlawful Internet gambling);
 
10. The Credit Union reasonably believes the transaction to be a restricted transaction; or
 
10. The Credit Union is a participant in a designated payment system and blocks or otherwise prevents a transaction in reliance on the policies and procedures of the designated payment system in an effort to comply with the rule.

